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Introduction

How to Reduce the Risk of Payment Fraud through the 
Automatic Verification of Bank Account Ownership

Managing supplier information has never been easy.

 o COST. Collecting and verifying supplier information can require lots of manual tasks.

 o TIME. Organizations waste a lot of time chasing down information and manually verifying data. In 

some cases, slow supplier onboarding processes delay critical shipments.

 o ERRORS. Manually keying supplier information is inevitably open to errors.

 o POOR VISIBILITY. It’s hard to know where things stand in a manual, paper-based environment.

 o RISK. Manual verification of data increases the risk of omissions.

Small slipups in collecting, verifying and storing supplier information increase errors, non-

compliance and fraud vulnerability.

The prolonged shift to remote work has made verifying supplier information harder and riskier. Bad 

actors are using the disruption caused by remote working to perpetrate payment fraud. 

Many businesses have been forced to choose between established policies and procedures for 

collecting, verifying and storing supplier information and keeping their supply chains moving.

Automating the verification of bank account details and other supplier information  

can help.

This white paper will show you how.
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or OFAC databases — to verify 

each piece of supplier information 

they collect. And while staff can 

readily adapt manual processes 

to changing requirements 

for supplier onboarding and 

registration, manual processes 

make it extremely difficult, if not 

impossible, to track the status 

of information and to impose 

standardization.

The Challenge of  
Verifying Supplier 
Information

As part of the onboarding vendor 

process, most businesses 

now validate a supplier’s Tax 

Identification Number (TIN) and 

bank account details. In addition, 

many verify a supplier’s legal 

business name and address and 

check it against denied party lists 

maintained by the U.S. Office of 

Foreign Assets Control (OFAC) 

and others. 

But without the right tools and 

processes, verifying supplier 

information is very time-consuming 

and tedious. For example, it’s 

common for information on a 

single supplier to be manually 

reviewed by multiple individuals. 

And payables staff frequently must 

log into separate systems — such as 

the U.S. Department of Treasury’s 

Internal Revenue Service (IRS) TIN 

If it feels like your supplier onboarding and registration process is more complex these 
days, you are not alone. Businesses of all sizes are validating more supplier data than 
two years ago, and many accounts payable (AP) departments have embraced the 
culture of “knowing your supplier.” 

72%
Seventy-two percent 

of businesses use 
manual processes to 
onboard suppliers1.

¹ Financial Operations Networks (FON)
²   Institute of Finance and Management (IOFM) online survey, 2022

Two-thirds of AP leaders say the process of 
validating supplier bank account details and 
other information is “slightly” or “significantly” 
more complex compared to two years ago². 
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Worse, there are many cases where 

supplier data is never verified. 

For example, an external system 

required to verify vendor data 

might be temporarily unavailable. 

Or overworked staff simply might 

never get around to verifying some 

data. The biggest challenges 

businesses face in onboarding and 

registering suppliers are additional 

manual procedures to address 

rising fraud and security concerns, 

driven partly by remote working. 

The heightened risk of fraud 

and non-compliance with 

regulations has made automating 

the verification of supplier 

information—whether it’s validating 

a supplier’s bank account 

ownership and details or its tax 

information—a top priority. Also, 

automated supplier information 

verification at onboarding 

becomes a more significant issue 

as businesses grow and manual 

processes become more complex.

The manual verification of supplier 

bank, tax and sanction or exclusion 

information is unwieldy. The 

root of the problem is how most 

businesses collect and verify 

supplier information.

HOW TO STREAMLINE 
VENDOR ONBOARDING

AP and procurement pros must 

have processes for collecting, 

verifying and storing information 

from new suppliers and for 

information change requests from 

existing suppliers. But they are 

juggling dozens of best practices, 

industry standards, business 

rules and auditor guidelines for 

handling supplier onboarding and 

registration.

The administrative responsibilities 

of onboarding suppliers typically 

fall on the shoulders of AP staff. 

And verifying supplier information 

isn’t easy for most, especially when 

they work remotely or in a hybrid 

environment.

AP, procurement and sourcing pros 

have a vested interest in ensuring 

that supplier information is verified 

correctly. But many still rely on 

manual verification procedures 

using email, the U.S. Postal Service, 

faxes and telephone calls. 

Vendor registration documents 

and profile changes are initiated by 

individuals from many departments 

and geographic regions across the 

entire organization. Businesses are 

It has traditionally been hard for AP and P2P 
leaders to get the funding to automate supplier 
onboarding, a function that many senior managers 
perceive as being “non-core.”

3 Institute of Finance and Management (IOFM) online survey, 2022

of AP leaders say the risks associated 

with their organization’s current supplier 

onboarding and registration process have 

increased compared to two years ago³. 
61%
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increasingly aware of time wasted 

in pushing around emails, paper 

documents and PDF attachments 

with this supplier information. 

The increase in remote work has 

further complicated things. And 

many businesses rely on email to 

collect and review supplier data. 

Unfortunately, email presents 

several control gaps: 

 o It is not secure 

 o It can’t enforce separation of 

duties 

 o It doesn’t ensure chain of 

custody 

 o It doesn’t track actions taken on 

a document 

 o There’s no visibility into where 

things stand in the process 

 o There’s no way to prevent 

someone from prematurely 

deleting an important document 

Furthermore, some businesses 

have had to set up additional 

networks to support remote 

workers, which has increased 

overhead. In other cases, sensitive 

supplier onboarding information 

gets onto the personal devices 

being used by remote workers, 

increasing the risk of fraud and 

non-compliance.

Given the new workplace 

environment, businesses must 

find ways to optimize supplier 

onboarding, no matter where their 

staff works. 

67%
of businesses manually validate  

a supplier’s TIN4.

of businesses manually validate suppliers 

against the OFAC database and other 

watchlists. Nine percent of businesses don’t 

perform OFAC screening5.
45%

4 , 5 Financial Operations Networks (FON)

THE PAYMENT FRAUD 
CHALLENGE 

Businesses must rethink how 

they collect and verify supplier 

information and address the 

underlying risks.

Inefficient and ineffective supplier 

onboarding and registration 

processes—those that rely on paper 

forms, emails, telephone calls and 

piecemeal automation—significantly 

increase the possibility of: 

 o Payments to fraudulent 

or sanctioned entities and 

individuals 

 o Fines and penalties from the 

IRS, NACHA, OFAC or other 

government agencies

 o Downstream exception items 

such as B-notices

 o Payment-related issues 

 o Supplier frustration

 o Supply chain disruption

The shift to remote and hybrid 

working also has increased 

the threat of fraud at many 

businesses. Procurement and 

sourcing professionals identify 

security risks caused by emailing 

sensitive documents as one 

of the challenges with their 

current supplier onboarding 

process7. But payment fraud is 

one of today’s most significant 
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of businesses  

manually validate the 

address of suppliers6.

of AP departments  

experienced multiple  

fraud attacks in the  

past year7.

55%

40%

6 Financial Operations Networks (FON)
7 Institute of Finance and Management (IOFM) online survey, 2021
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supplier onboarding risks. This 

risk necessitates tedious, time-

consuming manual research and 

verification of banking information. 

It’s difficult for businesses that 

manually verify bank account 

details to be sure they are paying 

the correct entity and not a bad 

actor. 

Fraudsters are using the data that 

appears on emails to masquerade 

as legitimate suppliers or finance 

executives to trick AP departments 

into making payments into a 

bank account they control. Nearly 

as soon as the money hits the 

account, the crooks who control it 

whisk it off to another account in 

a foreign country where recovery 

is difficult. It’s no coincidence that 

Business Email Compromise (BEC)9 

attacks have grown significantly 

with increased reliance on email.

HOW TO AUTOMATE 
SUPPLIER VERIFICATION 

The heightened risk of payment 

fraud raises the stakes for 

businesses to verify supplier 

information. Against this backdrop, 

it’s no surprise that more 

businesses are implementing 

VendorInfo’s automated tools for 

securely collecting, verifying and 

approving suppliers’ information 

during onboarding. 

VendorInfo enables vendors to 

submit information securely online 

and request changes to their 

profiles without using risky emails. 

In addition, VendorInfo includes 

built-in tools for automatically 

verifying the information submitted 

by suppliers, including bank 

account details and TINs, and for 

screening suppliers against the 

OFAC’s SDN database and other 

exclusion lists.

Nothing matches the impact of 

automation on reducing the risk 

of fraud and compliance issues. 

VendorInfo makes it easy for 

vendors to submit onboarding 

8 Financial Operations Networks (FON) 
9 See Criminal Business Email Compromise: Are You Prepared?

25%
of AP departments 

currently have an online 

supplier portal8.

55% of procurement organizations say 
that managing risk is their second-
biggest priority after improving 
supplier relationships8.
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information securely to their 

customers.

Centralizing supplier information 

collection and automating the 

verification of that information 

reduces the possibility that a 

business will be duped into making 

a payment to a fraudster.

Bank account details and other 

supplier information are verified in 

a digital workflow upon submission, 

enabling AP and procurement/

sourcing pros to follow up on any 

issues immediately.

Eighty-two percent of businesses 

manually validate bank account 

ownership. But it can take days 

for staff to track down the 

right individual in a supplier’s 

organization to verify bank account 

details and get confirmation that 

a prenote was received. Verifying 

bank account ownership is so time-

intensive that many businesses 

dedicate one or more full-time 

equivalents (FTEs) to the task.

VendorInfo reduces this operational 

burden and the risk of payment 

fraud by automatically verifying 

bank account ownership. By 

deploying VendorInfo with built-

in bank account verification a 

business can:

 o authenticate the owner of an 

account, 

 o validate that the account is 

open, 

 o pre-validate Automated 

Clearing House (ACH), Real-

Time Payment (RTP) and wire 

transfers, and 

 o receive a real-time  

confirmation.

Automated bank account validation 

simplifies what has become a 

burdensome set of procedures. 

CONCLUSION 

Manual procedures for collecting 

and verifying bank account details 

and other critical information 

during supplier onboarding are 

expensive, difficult to standardize 

and track, and pose risks in 

compliance and payment fraud. 

VendorInfo mitigates these 

risks with automated, built-in 

bank account and compliance 

verifications while helping AP 

departments improve operational 

efficiency. 
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Financial Operations Networks helps you manage changing 
requirements for collecting and managing vendor information.

Financial Operation Networks’ VendorInfo and InvoiceInfo are specialized SaaS suites of vendor self-service 

portals and services that bring focused, comprehensive and timely tools and support to meet changing 

internal and external requirements for security, controls, compliance, efficiency and scalability.

FON has been instrumental in helping thousands of senior financial professionals keep their operations ahead 

of the risk, efficiency and cost-avoidance curves since 2001.
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